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Abstract
The perspective of patient’s personal information delivery and medical data management has significantly changed in the 
past few years, as a result of the significant furtherance in information and communication technologies. Knowingly or 
unknowingly the patient’s medical data may prune to attacks by intruders. As a result, many challenges like modification 
of data, copyright violation and so on are taking place. To overcome such challenges, digital watermarking technique is 
utilized. In the proposed method, various color medical images of different scans are exploited as genuine images and color 
Aadhar card images as watermark images. At first, both medical and watermark images are split up using one level discrete 
wavelet transform and convert them into RGB components. Then using singular value decomposition (SVD), convert RGB 
components into singular values. Using embedding factor value the singular values of watermark are embedded into genuine 
singular values by forming watermarked data. In the extraction process, the reverse process is carried out to extract Aadhaar 
watermark. As the patients are embedding their own Aadhaar card as watermark, they can claim their private medical data 
and also helps in providing authentication to the digital medical data. Experimental results prove the proposed method is 
robust with better PSNR and NCC values.
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In present situation, the treatment of patients is being done 
online and also doctors are verifying the patients reports 
online only. As internet has become a powerful source of 
information for hospital management and patients also, at 
the same time unauthorized and copyright violated infor-
mation is also easily available, making them unsure about 
the originality of information [7, 14]. Contrarily, sharing of 
patients medical information may violate the legal owner-
ship rights of digital content [1]. So, in order to restrict the 
illegal usage of intellectual property and control the distri-
bution of data, various medical data hiding schemes like 
steganography, cryptography and watermarking are utilized 
[13, 16].

Steganography scheme conceals the genuine data into 
fake data. The purpose of this scheme is to obstruct the avail-
ability of genuine data. This scheme can be implemented for 
audio, video, image and text [8, 15].

Cryptography is the process of encrypting the message 
using the key at the sender end and decrypting the message 
at receiver end, so that other than the sender and receiver, 
no other third party can read or alter the message [3, 11]. 
This technique can be implemented for only text files unlike 
steganography.

Watermarking schemes embeds watermark into any 
multimedia data. The watermark is a digital code or data 
that is impressed onto multimedia to provide evidence about 
its authenticity [6, 23].

Steganography technique is used for secret communica-
tion whereas digital watermarking is utilized for content 
shielding, authentication, copyright protection and tamper 
detection.

In general, schemes of watermarking are divided into 2 
distinct phases: embedding watermark into genuine data and 
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